Andmete kripteerimine OpenPGP-ga

Laadiga alla ja installeerige programm Gpg4win aadressilt www.gnupg.org

Peal e installeerimist avage start meniist Gpgdwin->Kleopatra
Uue votme loomine

Selleks, et andmeid kriipteerida, tuleb teha endale v&ti. Eksisteerib kaks votit: avalik ja salajane. Salajast
vOtit teab ja omab ainult selle looja, avalikku vdib aga jagada ka teistele. Antud juhul anname meie,
Finantsinspektsioon, teile oma avaliku votme ja Teie annate meile oma avaliku vétme, et me saaksime
hakata kripteeritult andmeid vahetama.

File menust valige New Certificate

e i5ix]
iF|Ie View Cerificates Tools Settings Window Help

[z New Certificate... Ctrl+N

%

Lookup Certificates on Server

eration

@ Lookup Certificates on Server... Ctrl+Shift-+
) [wy Certificates =l
|zl Import Certificates. .. Ctri+
i | x|
Valid From | Valid Until Detais | KeyD |
2011-06-14 OpenPGP 5C9FODD7

W Export CHil+E

3 Benver Ctri+8hift+E

= Decrypt/Verify Files...
=+ Sign/Encrypt Files...

Create Checksum Files..
Werify Checksum Files

@ Close Ctrl+W

| &4 Quit Ctrl+Q

Avanevas aknas valige Create a personal OpenPGP key pair

g Certificate Creation Wizard 21|

Choose Certificate Format
Please choose which type of certificate you want to create

C) Create a personal OpenPGP key pair
OpenPGP key pairs are created lacally, and certified by your fiends and
acguaintances. There is no central cedification authority; instead, every
individual creates a personal YWeh Of Trust by cetifying other user's key pairs
with his own certificate

C) Create a personal X.509 key pair and certification request
#5809 key pairs are created locally, but cedified centrally by a cedification
authority {CA). CAs can certify other CAs, creating a central, hierarchical chain
oftrust.

= Back Text = Cancel

Nime valjale tuleb kirjutada séna “ARUANDLUS”, oma asutuse kood, vastutava isiku nimi ja vétmepaari

kehtivuse lI6pptahtaeg (vahele tuleks kirjutada semikoolon). Nt kui teie asutuse kood (koodi saate meie
kdest) on 2222, siis nime vali voib vélja ndha jargmine


http://www.gnupg.org/

ARUANDLUS;123;PEETER KUUSK;07.05.2013

Votmepaarid kuuluvad vahetamisele vahemalt (ks kord kahe aasta jooksul. Vastavalt sellele tuleb valida
ka |Opptahtaeg.

@ Certificate Creation Wizard d |

Enter Details
Flease enter your personal details below. If you want mare cantral aver the
cenificate parameters, click on the Advanced Settings button.

Marre: |ARUANDLUS;123;Erkkn Kargema; 16.05.2013 [reguirad)
Ehdail: Ierkko.korgema@ﬁ.ee (required)
Caormment: | [optional)

ARUANDLUS; 123, Erkko Kargema; 16.06.2013 <erkko. korgema@fi.ee>

Advanced Settings... |
< Back | MNext = I Cancel |

Advanced Settings nupu alt kontrollige, et vétme tilp oleks RSA ja pikkus vdhemalt 2048

2| x|
Technical Details |
—key Material
~ RSA |2.048 bits (defautt) =]
 DSA |2,045 bits (defaulty ]

™+ Elgamal [2,045 bits (default) ]

—Cerificate Usage

¥ Signing ¥ Certification
¥ Encryption [T Authentication
™ walid ntil: | 14.05.2013 j

Qe I Cancel

OK-> NEXT



@ Certificate Creation Wizard 2=l

Review Certificate Parameters
Please review the certificate parameters before proceeding to create the
certificate

Marne: ARUANDLUS;123;Erkko Kérgema; 16.06.2013
Email Address: erkko. korgermai@fi.ee

™ Show all details

< Back | LCreate Keyl Cancel

Create Key

Sisestage oma salajase votme aktiveerimiseks vajalik salasdna, mis peab olema vahemalt 8 siimbolit pikk
ja soovitavat sisaldama lisaks tdhemarkidele ka erisimboleid. (NB Parooli ei tohi unustada, sest selle
ununemisel ei ole enam véimalik kripteeritud faile lahti kripteerida. Samuti peab salas6na hoidma
ainult enda teada, sest selle teadasaamisel kérvaliste isikute poolt on voimalik nendel aktiveerida
salajane vaéti ja lahti kripteerida Teie salajane informatsioon.)

i pinentry x|
'.;} Sisestage parool
- Passphrase
Quiality:
oK LCancel |
@ Certificate Creation ¥Wizard 2=

Key Pair Successfully Created
‘Your new key pair was created successfully. Please find details on the
result and some suggested next steps below.

—Result

Certificate created successfully.
Fingerprint: 0F545C156B80358D0760C4167FDEADCT 317 COD3

—Mext Steps

Make a Backup Of Your Key Pair... |

Send Certificate By EMail. . |

Upload Cerificate To Directory Service... |

Voti edukalt genereeritud.

Votmete vahetamine

Valige oma voti ja File menilst Export Certificates.



-loix]

File View Cerificates Tools Settings Window Help

¢ [od € © o
Import Certificates  Export Certificates | Redisplay Stop Operation | Lookup Certificates on Server
||Finet. | My Certificates |
[ﬁ] My Certificates | Trusted Certificates | Other Certificates I x|

Name E-Mail Valid From Walid Until Details Key-ID
ARUANDL U it 0o st A OpenPGP 3917C0D3
~ ARUANDLU  Chiange Owner Trust. OpenPGP 5C9FODD7

Trust Root Cettificate
Distrust Root Certificate

|- Certify Certificate...
Change Expiry Date...
Change Passphrase...
Add User-ID...

K Delete Del

xport Certificates..

(13 Export Secret Keys...
(o4 Export Certificates to Server...  Ctrl+Shift+E

&) Certificate Details

Selle faili (avaliku vGtme) peate toimetama meile.

Export Certificates i |

Save in: IE)NBW Folder j & Bk EB-

File name: Iteienimi.asc j Save I
=l Cancel

Save as type; IDpenF’GP Certificates [*.asc * apg " pap)
-

Finantsinspektsiooni votme saate alla laadida aadressilt www.fi.ee/schemas (*.asc laiendiga fail, millde
hulgast tuleks valida kdige uuem)

Salvestage fail enda arvutisse ja failil hiire parema klahviga klikkides valige More GpgEX options->Import

Keys.


http://www.fi.ee/schemas

@ Certificate Import Result - Kleopatra 2

- Detailed results of imparting C:/Documents
and Settings/ekorgemaad/DesktopiMew
Folder/fepstat2011.asc:

Total number processed: 1
Irmported: 1

¥ OK

Andmete allkirjastamine ja kriipteerimine

Valige fail, mida soovite kriipteerida ja hiire parema klahvi alt avanevast meniiiist valige More GpgEX
options-> Sign and encrypt

=10] x|

Fle Edt View Favortes Tools Help | A

\Jﬁack v _) v l”‘/T"Search ||~ Folders ‘-
Address I._:J C:\Documents and SettingsiekorgemaadDesktopiew Folder l’ Go

File and Folder Tasks ¥ Open

Edit

Edit with Altova XMLSpy
7-Zip »

@ C:\Documents and Settings'ekorgemaad'Desktop'New Folder

Other Places ¥

Details M 0 Allkirjasta Mobiliga
Q Allkirjasta ID-kaardiga
R Kridpteeri ID-kaardiga

Sign and encrypt
I¥ G| S

Decrypt
Verify
Decrypt and verify

Open With »
3 winzip »

Scan 160.xml for Viruses

Send To

PGP Desktop »

Create checksums
Cut Verify checksums

e Help on GpgEX.

Create Shortcut
Delete
Rename

Properties

Avanevas aknas tuleb jargida, et valitud oleks Sign and Encrypt (OpenPGP only).



@ Sign/Encrypt Files ﬂﬂ

What do you want to do?
Please select here whether you want to sign or encrypt files.

Selected file:

* C:/Documents and Settings/ekorgemaad/Desktop/MNew Folderf160. xml
I™ Archive files with: |TAR (FBFE-compatible) 2

Archive narne (CpenFGE): Iekurgemaad;‘Desktuprew Folder/ 160, xml.tar

Archive narne (S/AIME]: IJrgemaadeesktnpa’New Folderf160.xml.tar.gz

& Sign and Encrypt (OpenPGP only)
= Encrypt

= Sign

™ Text output (ASCI armor)

™ Bemave unencrypted ariginal file when done

= Back | Mext = | Cancel

Lisage lilemisest kastist alumisse voti, millele soovite andmeid kriipteerida. Finantsinspektsioonile
edastatavates andmetes peaks alumisse kasti kindlasti joudma Finantsinspektsiooni avalik voti.

g Sign/Encrypt Files _?Ill

For whom de you want to encrypt?
Please select for whorn you want the files to be encrypted. Do not forget to
pick one of your own certificates.

Eind: IAH Cerificates j
Marne Tl Emaeil | vaide

- EPSTATARUANDLUS, Peeter Liik;19.09.2011 peeter lik@epbe.ee 2009-0¢
- ARUANDLUS:123;16.06.2012 test@fi.ee 201104
- ARUVANDLUS;123:14.06.2012 testéfi.ee 20110¢
1| | i

W Add A Eemovel

Marne T Emal [ vaidr

- EPSTATARUANDLUS, Pester Liik;19.09.2011 peeter lik@epbe.se 2009-0¢
1| | i

< Back | Mext = I LCancel |

Andmete allkirjastamiseks valige oma véti ja sisestage parool.



@ Sign/Encrypt Files 2=l

Who deo you want to sign as?
Please choose an identity with which to sign the data.

' Sign with OpenPGE

™ Sign with S/IME
DpenPGP Signing Cerificate:

V¥ Remember these as default for future operations

< Back | ﬁign&EncryptI Cancel

Andmed edukalt kripteeritud. Samasse kataloogi kriipteeritava failiga, loodi uus kripteeritud fail, mis
tuleb edastada Finantsinspektsioonile.

@ Sign/Encrypt Files ﬂll

Results
Status and progress of the crypto operations is shown here.

CpenPGP: All operations completed.

¥ Keep open after operation cornpleted

= Back | Einish | Cancel




